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Waverley is an ambitious authority, committed to being one of the leading Councils in the country at a time of major change by developing a high performing, highly engaged staff team to share the organisation’s values and deliver our corporate objectives.

	Job Description

	Job title:
	IT Support Analyst (Cyber)


	Service:
	Communications and Customer Services


	Team:
	IT


	Location:
	The Burys, Godalming, Surrey, GU7 1HR


	Reporting to:
	IT Infrastructure Manager


	Responsible for:
	


	Our Organisational Values 

	Openness
	In Waverley we value openness and honesty where communication is clear and constructive and actions are transparent.

	Excellence
	In Waverley we value excellence, working in a consistent and professional way to achieve the highest standards possible, taking the time to recognise and celebrate success.

	Fairness
	In Waverley we value fairness and respect, working with integrity to ensure that everyone is treated well and has equal access to the opportunities available. 


	Team Work
	In Waverley we value team work and collaboration, with approachable staff actively contributing to our shared corporate goals.


	Taking Ownership
	In Waverley we value taking ownership, where everyone feels personally committed to issues at hand and is working towards a positive outcome.

	
Principal purpose of the role

	To be part of Waverley’s IT Team responsible for the management of IT Infrastructure across the range of the Council’s activities.
To be main point of contact for management and development of the Council’s Cyber security solutions




	Main duties and accountabilities

	· To provide primary support for the Council’s Infrastructure relating to Cyber security
· To ensure a comprehensive patching regime for servers and corporate applications
· To implement solutions to meet Public Sector Network framework and issues arising from Cyber Healthchecks
· To manage the relationship with NCSC and SEGWARP 
· To manage and maintain system monitoring and SIEM solutions
· To ensure new systems are adequately security reviewed and tested before implementation
· To recommend Cyber training and testing for the organisation
· To partake in peer review for security changes for our Microsoft 365 environment, and where appropriate, make the system changes  
· To assist with troubleshooting and investigation of IT system problems.
Business Continuity 
· Play a pivotal role in business continuity planning documentation, testing, and in an acutal event.
· Health and Safety
Comply with all Health and safety legislation for your area of work, ensuring that risks are      identified, managed and monitored as required.

	

Dimensions of the role

	Working in a team of 17 staff
Working to agreed timescales 
Supporting an IT community of 600 users


	
Areas of Accountability/Problem Solving – Decision Making / Scope for Impact

	Work with IT team and 3rd parties to implement, support and troubleshoot solutions.
Work with NCSC, SEGWARP, Cabinet Office and penentration testers to identify and mitigate areas of Cyber security risk within the authority.


	Planning/Organising/Controlling

	
· Managing the delivery of Cyber security solutions.
· Analysing Cyber security threats and planning the response to those threats
· Organising regular patching regime for the IT estate
· Controlling security testing of solutions before they Go Live

	Customers and Contacts

	Internal
Colleagues in IT service
User at all levels of the organisation
External
3rd party suppliers
Consultants
Partner Authorities



	Service/Team Structure

	




PERSON SPECIFICATION

Candidates must be able to fully demonstrate all essential criteria within their application form to be shortlisted for this role.

	
	Person Specification
	

	
	Essential criteria
	How Assessed
	Desirable criteria
	How Assessed

	Qualifications/ Education / Training / Experience

	Educated to A level or equivalent
Experience of working in a corporate IT infrastructure team
Cyber Security qualification

	A

A/I



A/C
	ITIL qualification


	A/C


	Knowledge /Technical Skills

	Knowledge of and experience in Cyber security in management and administration

Knowledge of Health checks and experience implementing security patching across an IT estate

	A/I





A/I
	Experience of implementing security solutions









	A/I






	Communication

	Excellent verbal and written communication


Ability to tailor communication style to technical and non-technical audience
	A/I




A/I
	Experience of communicating at different levels of an organization

	I

	Customer Service

	Experience of working in a customer service environment

Able to remain calm under pressure


Deals with customers in accordance with our commitment to equality.


	A/I




A/I



I
	.
	

	Team Working


	· Proven ability to work on own initiative or part of a team
	A/I
	
	

	Managing self and others

	Ability to manage and prioritise a varied work list
	      A/I

	· Ability to work under pressure to meet deadlines
	A/I

	
Special Requirements


	For business continuity purposes you are required to have access to the internet at home via broadband on a PC, laptop or tablet.

	A
	
	



How assessed
A =	Application CV/Personal Statement
C = 	Certificates/professional Registration
D =	DBS police check
E =	Exercise
I =	Interview
M =	Medical assessment

Basic Disclosure Clearance- Government Requirement for Accessing Council and Government Data
To comply with the Public Sector Networks (PSN) “Code of Connection”, Waverley Borough Council, like other public organisations, need to undertake basic disclosure checks for unspent convictions only, in respect of those staff who will access our IT systems. As a result, a Police Act Disclosure form, together with Guidance Notes, will be sent to you if you are successful in the appointment of this post. 


	For Official Use only

	Job title:
	IT Support Analyst
	Post no:
	BI23

	Service:
	Customer and Corporate Services
	JE score:
	342

	Team:
	IT
	Pay band:
	6

	Location:
	The Burys
Godalming, 
Surrey GU7 1HR
	Position type:
(if part time, working pattern)
	Full time
37 Hours/ Five day week


	Competencies:
(level 1 – 4)
	Communication:
	2
	

	
	Customer Service:
	2
	

	
	Team Working:
	2
	

	
	Managing Self and Others:
	2
	

	
	Can do approach/Results
	3
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IT Manager


IT Infrastructure Manager


Server & Desktop Officer x 2


IT Trainer


Support Analyst (Cyber)


Service Desk Team Leader


Support Analyst (365 & Security)
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