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Role Profile and Specification – 
Data Protection Officer


	[bookmark: _Hlk497130803]Service Area
	


	Role Title
	Data Protection Officer

	Location
	Oxted/Agile


	Reports to
	Deputy Head of Legal and Governance and Deputy Monitoring Officer

	Salary/Grade
	 M3

	Duration/Hours
	Permanent – 21 ¾ hours per week (3x 7:15 hours per day)





Service Area Purpose

The data management function sits within the in-house legal services and at the heart of the Council’s Legal and Democratic Services. The current legal team comprises of the: Head of Legal and Governance and Monitoring Officer; Deputy Head of Legal and Governance and Deputy Monitoring Officer and a mixture of friendly and experienced solicitors and legal assistants.

You will be responsible for the management of the control/transfer/processing of data across the council. The purpose of this oversight function is to provide the SIRO with the assurance required that data management is front and centre across all service areas. 

You will be encouraged to work fluidly and in harmony with all services areas, taking advantage of opportunities to streamline processes to minimise the cost of the service to the Council whilst maintaining strong and efficient compliance with the regulatory framework around data management. 

You will uphold high standards of accountability and transparency in reporting to Members, the executive management team, the Information Commissioners Officer and other stakeholders as required. 

You will be solution focussed individual and ensure you are a role model for effective leadership behaviours that are forward thinking and pragmatic. 

You will keep abreast of developments in the Information Governance arena so as to ensure your approach achieves continual improvements for Tandridge Council. 

We are genuinely interested in candidates who both care about our wider Tandridge corporate ambitions and are committed to making a positive difference to the communities we serve. 

Job Purpose
You will be required to: 

· Process and advance requests for information and all aspects of the UK General Data Protection Regulation (UK GDPR), Freedom of Information Act, (FOIA), Data Protection act (DPA) and Environmental Information Regulations (EIR). 

· Prioritise, draft and complete a variety of requests including internal reviews, Data Protection Impact Assessments, Data Breaches, Privacy Notices, Information Sharing Agreements and embed yourself in projects which have Data implications and considerations. 

· Act as the Council’s ‘go to’ for any enquiries around data protection, data privacy and risk management.

· Process all correspondence from the Local Government Ombudsman/Local Government Housing Services Ombudsman including logging and diarising the dates for the Service are to reply. You will also need to update the Ombudsman in respect of compliance by the Council of any actions.  


Key Objectives
· Ensuring compliance with UK GDPR, FOIA, DPA,  and EIR’s providing expert advice, promoting data protection compliance and best practice in setting and maintaining excellent standards and procedures across the organisation.

· Lead the Data Champion monthly meetings to upskill Council officers and implement a change of culture towards data management.

· Lead the Information Governance Management Team meetings, ensuring a comprehensive Agenda is uploaded into the share-point file with all relevant papers at least five days before the meeting . 

· Attend the Low Income Family Tracker (LIFT) Meetings, the Surrey DPO Meetings and other relevant touch point meetings – providing feedback and sharing the learnings with the legal team


· Curate and implement a formal DPIA process 

· Devise an annual training programme for all data champions to complete including recording attendance

· Devise an improvement plan to enhance performance management across the Council including increased engagement across the service areas and specific training on the application of exemptions/redactions and record keeping. 

· Meet with each service area to review how data is managed within their service area 

· Implement and maintain a robust performance management process’ ie from the time the matter is logged, matters should be:

-reviewed within 5 days, 
-a clarification should be sent within ten days and 
-any extension within 15 days.  

· Set appropriate targets to support compliance with statutory timescales and provide regular management reporting of performance against those targets to the SIRO and EMT on a two weekly basis

· Maintain a review process and log of all current policies and guidance to ensure they are up to date and ensure the appropriate governance routes are adopted for approval. Such policies include: 

-ROPA 
-Data Breach Log
-Information Governance Policy 
-Publication Scheme
-Privacy Notice for the Council and the implementation of a notice for each service area


· Embed data management practices through the drafting of regular bulletins to be published on the intranet to bring information governance into the fabric of Tandridge DC 

· Complaints Administration:

· Be responsible for recording all complaints correspondence from the LGO.

· Act as a supporting role for the service area in ensuring that they maintain effective communication the Local Government and Social Care Ombudsman and the Housing Ombudsman Service


· Forward decision letters of outcomes to the relevant service area and alert them to the paragraphs where they can find any actions required.


· Ensure that the date set by the relevant Ombudsman for compliance of any actions are adhered to update the Ombudsman accordingly and as required
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M2
Qualifications / Education
	Essential
	Desirable

	· Educated to degree-level or equivalent relevant professional qualifications or expertise
	· Data Protection qualifications such as BCS/ISEB, CIPP/e or CIPM – favourable but equivalent practical experience will be considered



Experience
	Essential
	Desirable 

	· Appropriate experience and level of knowledge of data protection legislation, disclosure and compliance matters including in depth understanding of Data Protection Act, Information Act and Environmental Information Regulations.

· Experience working with multiple stakeholders

· Managing conflicting priorities. sometimes under pressure.

· Ability to deal with confidential information with a high level of discretion.

· Strong ability to work as part of a partnership and team


	· Experience of working in Local Government or the Public Sector

· Some experience in making a contribution to the formation of policy/ service development and/or implementation.


· Ability to deal with confidential and/or sensitive issues and information.

· • Working in a matrix environment where cross team and corporate working are essential






Key Skills and Knowledge
	Essential
	Desirable

	
· Ability to assimilate complex as well as difficult/varied information and to exercise judgement and creative thinking in resolving of difficult problems and developing solutions.

· Ability to deliver results and performance improvements.


· Ability to build trust and rapport with a wide range of individuals.

· Ability to deliver high levels of stakeholder and customer service.


· Ability to motivate and act as a champion for change.

· Ability to think innovatively and practically.
· Report writing skills.

· Able to communicate effectively both verbally and in writing using plain English 

· Use of Microsoft Office including Word, or equivalent 

· Must enjoy working as part of a team and have flexible approach to team working 

· Able to work to set priorities and maximise own output as well as meeting set targets and deadlines 

· Understanding of the broad requirements of the data protection principles.

· A commitment to equality and diversity.



	· 



Person specification
M3 
All of the above and additionally: 
Qualifications / Education

Experience
	Essential
	Desirable 

	
· Experience of working in Local Government or the Public Sector

· Experience in drafting, reviewing and advising on  Data Sharing Agreements, Data Protection Impact Statements.

· Maintaining an reporting into Senior Management 

· Experience of dealing with confidential and/or sensitive issues and information.

· Experienced in working in a complex cross team environment and navigating competing priorities


· Appropriate experience and level of knowledge of data protection legislation, disclosure and compliance matters including in depth understanding of Data Protection Act, Information Act and Environmental Information Regulations.

· Experience working with multiple stakeholders

· Managing conflicting priorities. sometimes under pressure.

· Ability to deal with confidential information with a high level of discretion.

· Strong ability to work as part of a partnership and team


	
· Experience of developing strong and effective relationships across and outside of the Council.

· Experience of managing and leading projects.






Key Skills and Knowledge
	Essential
	Desirable

	
· In depth and applicable knowledge of Data Protection Legislation, Freedom of Information legislation and Environmental Information Regulations



	· 
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