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Job Description

Job Title:		Infrastructure Analyst	

Pay Grade:		W5-W6	

Directorate:		Corporate Resources	

Team:			Transformation and Digital Services

Reporting to:	Infrastructure & Service Desk Manager 	

Budgetary Responsibilities:  N/A


Job Purpose:

To support the infrastructure to ensure the stable operation of the organisation’s digital, data, and technology environment. This includes developing, maintaining, supporting, and optimising key functional areas, including network infrastructure, server infrastructure (physical and virtual), data communications, and telecommunications systems.

To provide 2nd line support for all calls / requests for service relating to the digital, data, and technology environment, including network infrastructure, server infrastructure, data communications, and telecommunications systems.


Main Tasks:

Strategy & Planning
1. Participate in the development of digital, data, and technology strategies in collaboration with the Infrastructure & Service Desk Manager.

2. To assist the Infrastructure & Service Desk Manager in developing plans to ensure the digital, data, and technology infrastructure capacity meets current and future requirements.

3. Conduct research and make recommendations on products, services, protocols, and standards in support of all infrastructure procurement and development efforts.

4. Make recommendations on the technical and policy requirements which arise from the WBC data security requirements and PSN code of connection.

Acquisition & Deployment
5. Assist with the preparation of tenders, contracts, scope of work reports, and other documentation for infrastructure projects.

6. Negotiate with vendors, outsourcers, and contractors to secure infrastructure-specific products and services.

7. Plan and carry out the deployment of infrastructure security measures.

8. To be lead consultant on specific projects as required.

Operational Management
9. Provide 2nd level support all infrastructure systems, including LANs, WANs, Internet, intranet, security, wireless implementations, etc.

10. Provide 2nd level support for digital, data, and technology hardware and application and systems software.

11. Develop, maintain, support, and optimise key functional areas, including network infrastructure, server infrastructure, data communications, and telecommunications systems.

12. Assist with the testing of network performance and provide network performance statistics and advice for maintaining network infrastructure.

13. Testing of server performance and provision of performance statistics and advice for maintaining server infrastructure.

14. Practice digital, data, and technology asset management, including maintenance of asset register and related documentation.

15. Assist with monitoring compliance with the latest published PSN connection requirements and the Woking Borough Council Information Security policy.

16. Mentoring of colleagues as required.


People Management: N/A

Service Management: N/A

Financial Responsibility: N/A


Other Responsibilities:
· To provide the service in accordance with the Council’s Vision & Values statements.
· To collaborate effectively with colleagues in delivering a high quality service through excellent team working and good communication.
· To provide excellent customer service.
· Adoption and development of new ways of working.
· To manage projects in accordance with the Councils project management standards.
· To ensure that all digital, data, and technology upgrades / implementations adhere to the WBC Change Control Procedures.
· To undertake other duties which may arise or as may be delegated from time to time, commensurate with the skills required for this post.




Person Specification
Key:
E = Essential, D = Desirable, 
A = Application Form, I = Interview, P = Presentation, T = Test

Please list as required.

	 Criteria
	 Standard

	E/D
	Measure

	Education & training
	· Degree level or relevant experience
· MCSE / MCSA Accreditation or relevant experience
· Project Management
	E
E

D
	A
A

A

	Experience
	· Highly experienced server and OS support
· Highly experienced network support and troubleshooting
· Experience with Microsoft 365 administration
· Experience in Cyber security (policies and procedures)
· Experience with telephony system support and troubleshooting
· Experience in Disaster Recovery and Business Continuity planning.
· Hands-on experience troubleshooting hardware such as SANs, servers, switches, routers and firewalls.
	E
E
 
E
E


D
  
D

D
	A/I
A/I

A/I
A/I


A/I

A/I

A/I

	Special Skills 
	Knowledge of:
· Infrastructure concepts, protocols, and standards
· Microsoft Exchange and email security    
· Mobile device management / Endpoint management
· Citrix technology
· Active Directory and Azure Active Directory
· Network security systems (e.g. firewalls)
· Wireless technology
· WAN technology
· Hypervisors such as VMWare
· Cloud technology / infrastructure, preferably Microsoft Azure.
· Microsoft 365 Defender (was Microsoft 365 Security)
· VPN technology 
· Backup and recovery procedures including Arcserve.
· Scripting i.e. PowerShell   
· Ability to create technical documentation and user guidance materials
	

E

E
E

E
E
E
E
E
E

E

D

D
D
 
D
 
D
	

A/I

A/I
A/I

A/I
A/I
A/I
A/I
A/I
A/I

A/I

A/I

A/I
A/I

A/I

A/I

	Special Requirements
	· Some evening and weekend work may be required
· On-call duties may reasonably be requested for this role

	E

E
	I

I



Candidate Screening

	Does Rehabilitation of Offenders Act 1974 apply?
	Yes
	Disclosure and Barring Service check required?
	Yes
	If yes, what level?
	Basic
	Is this a Politically Restricted Post?
	No
	Does this role have emergency responsibilities?
	No	Choose an item. 








	LINKED GRADE DESCRIPTORS
	Behaviours from Role Map

	Job Title
	Team + grade
	Duties/ responsibilities with reference to behaviours
	Probable Qualifications
	Indicative Experience
	SofF
	LourP
	DforourC
	MCH
	Tand PW
	CO
	PM

	Infrastructure Analyst
	W5
	To support the infrastructure to ensure the stable operation of the organisation’s digital, data, and technology environment. This includes developing, maintaining, supporting, and optimising key functional areas, including network infrastructure, server infrastructure (physical and virtual), data communications, and telecommunications systems. 
	Degree level or relevant experience 
	Knowledge of infrastructure concepts, protocols, and standards 
	1
	1
	2
	2
	1
	2
	2

	
	
	 
	 
	 
	
	
	
	
	
	
	

	
	
	To provide 2nd line support for all calls / requests for service relating to the digital, data, and technology environment, including network infrastructure, server infrastructure, data communications, and telecommunications systems,
	Project Management desirable
	Some knowledge of managing and configuring enterprise-wide networks including LANs, WANs, WLANs, VPNs, etc. 
	
	
	
	
	
	
	

	
	
	 
	 
	 
	
	
	
	
	
	
	

	
	
	Strategy & Planning
	MCSE / MCSA Accreditation or relevant experience desirable
	Ability to administer and support infrastructure technologies, solutions, and services 
	
	
	
	
	
	
	

	
	
	·   Participate in the development of digital, data, and technology strategies in collaboration with the Infrastructure & Service Desk Manager.
	 
	 
	
	
	
	
	
	
	

	
	
	·   Conduct research and make recommendations on products, services, protocols, and standards in support of all infrastructure procurement and development efforts.
	 
	Some experience administering infrastructure products and tools such as Office 365, Microsoft Exchange, SQL, Active Directory, SAN, VMWare, Esxi, Azure/AWS, Arcserve 
	
	
	
	
	
	
	

	
	
	Acquisition & Deployment
	 
	 
	
	
	
	
	
	
	

	
	
	·   Assist with the preparation of tenders, contracts, scope of work reports, and other documentation for infrastructure projects.
	 
	Understanding of mobile technology, and VOIP telephony 
	
	
	
	
	
	
	

	
	
	·   Plan and carry out the deployment of infrastructure security measures.
	 
	 
	
	
	
	
	
	
	

	
	
	Operational Management
	 
	Knowledge of UNIX and/or Linux 
	
	
	
	
	
	
	

	
	
	·  Provide 2nd level support all infrastructure systems, including LANs, WANs, Internet, intranet, security, wireless implementations, etc. 
	 
	 
	
	
	
	
	
	
	

	
	
	·  Provide 2nd level support for digital, data, and technology hardware and application and systems software.
	 
	Knowledge of Windows batch scripting 
	
	
	
	
	
	
	

	
	
	·  Assist with the testing of network performance and provide network performance statistics and advice for maintaining network infrastructure.
	 
	 
	
	
	
	
	
	
	

	
	
	·  Testing of server performance and provision of performance statistics and advice for maintaining server infrastructure. 
	 
	Some knowledge of cloud services 
	
	
	
	
	
	
	

	
	
	·  Assist with monitoring compliance with the latest published PSN connection requirements and the Woking Borough Council Information Security policy.
	 
	 
	
	
	
	
	
	
	

	
	
	 
	 
	Excellent oral and written communication, including the ability to understand and communicate complex technical issues efficiently to non-technical staff  
	
	
	
	
	
	
	

	Infrastructure Analyst
	W6
	To support the infrastructure to ensure the stable operation of the organisation’s digital, data, and technology environment. This includes developing, maintaining, supporting, and optimising key functional areas, including network infrastructure, server infrastructure (physical and virtual), data communications, and telecommunications systems. 
	Degree level or relevant experience 
	Knowledge of infrastructure concepts, protocols, and standards 
	2
	1
	2
	2
	2
	2
	2

	
	
	 
	 
	 
	
	
	
	
	
	
	

	
	
	To provide 2nd line support for all calls / requests for service relating to the digital, data, and technology environment, including network infrastructure, server infrastructure, data communications, and telecommunications systems,
	Project Management 
	Knowledge of managing and configuring enterprise-wide networks including LANs, WANs, WLANs, VPNs, etc. 
	
	
	
	
	
	
	

	
	
	 
	 
	 
	
	
	
	
	
	
	

	
	
	Strategy & Planning
	MCSE / MCSA Accreditation or relevant experience
	Understanding of information security and how to build infrastructure with security controls embedded 
	
	
	
	
	
	
	

	
	
	·   Participate in the development of digital, data, and technology strategies in collaboration with the Infrastructure & Service Desk Manager.
	 
	 
	
	
	
	
	
	
	

	
	
	·   To assist the Infrastructure & Service Desk Manager in developing plans to ensure the digital, data, and technology infrastructure capacity meets current and future requirements
	 
	Ability to administer and support infrastructure technologies, solutions, and services 
	
	
	
	
	
	
	

	
	
	·   Conduct research and make recommendations on products, services, protocols, and standards in support of all infrastructure procurement and development efforts.
	 
	 
	
	
	
	
	
	
	

	
	
	·   Make recommendations on the technical and policy requirements which arise from the WBC data security requirements and PSN code of connection.
	 
	Experience administering infrastructure products and tools such as Office 365, Microsoft Exchange, SQL, Active Directory, SAN, VMWare, Esxi, Azure/AWS, Arcserve 
	
	
	
	
	
	
	

	
	
	Acquisition & Deployment
	 
	 
	
	
	
	
	
	
	

	
	
	·  Assist with the preparation of tenders, contracts, scope of work reports, and other documentation for infrastructure projects.
	 
	Hands-on experience troubleshooting hardware such as servers, routers, switches, hubs, network interface cards 
	
	
	
	
	
	
	

	
	
	·  Negotiate with vendors, outsourcers, and contractors to secure infrastructure-specific products and services.
	 
	 
	
	
	
	
	
	
	

	
	
	·  Plan and carry out the deployment of infrastructure security measures.
	 
	Ability to draft and maintain procedures and documentation 
	
	
	
	
	
	
	

	
	
	·  To be lead consultant on specific projects as required.
	 
	 
	
	
	
	
	
	
	

	
	
	Operational Management
	 
	Knowledge of Citrix technology 
	
	
	
	
	
	
	

	
	
	·  Provide 2nd level support all infrastructure systems, including LANs, WANs, Internet, intranet, security, wireless implementations, etc. 
	 
	 
	
	
	
	
	
	
	

	
	
	·  Provide 2nd level support for digital, data, and technology hardware and application and systems software.
	 
	Understanding of mobile technology, and VOIP telephony 
	
	
	
	
	
	
	

	
	
	·  Develop, maintain, support, and optimise key functional areas, including network infrastructure, server infrastructure, data communications, and telecommunications systems.
	 
	 
	
	
	
	
	
	
	

	
	
	·  Assist with the testing of network performance and provide network performance statistics and advice for maintaining network infrastructure.
	 
	Knowledge of UNIX and/or Linux 
	
	
	
	
	
	
	

	
	
	·  Testing of server performance and provision of performance statistics and advice for maintaining server infrastructure. 
	 
	 
	
	
	
	
	
	
	

	
	
	·  Practice digital, data, and technology asset management, including maintenance of asset register and related documentation. 
	 
	Knowledge of Windows batch scripting 
	
	
	
	
	
	
	

	
	
	·  Assist with monitoring compliance with the latest published PSN connection requirements and the Woking Borough Council Information Security policy.
	 
	 
	
	
	
	
	
	
	

	
	
	·   Mentoring of colleagues as required.
	 
	Knowledge of cloud services 
	
	
	
	
	
	
	

	
	
	 
	 
	 
	
	
	
	
	
	
	

	
	
	 
	 
	Excellent oral and written communication, including the ability to understand and communicate complex technical issues efficiently to non-technical staff  
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